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[bookmark: _Toc234318876]Policy Statement
Unity Schools Partnership subscribe to a set of shared values, principles and operational processes that ensure quality education for all our young people. Our central belief is that every young life is special – open to possibility, gifted with the potential to change the world for the better. Our ambition is to unlock the potential of all children, remove the barriers that limit aspiration and ensure that all our children succeed.
The aim of this policy is to ensure that all users of IT at Unity Schools Partnership use it safely within legal and statutory frameworks, within expectations of the Unity Schools Partnership culture and ethos. 
[bookmark: _Toc234318877]Scope 
This policy applies to all employees, governors, volunteers and contractors (termed users in this policy) and details Unity Schools Partnership’s expectations of all users when using IT equipment in Unity Schools Partnership. There is a separate policy for students. 
The purpose of this policy is to ensure all users understand the way in which IT equipment, software and Wi-Fi is to be used in the Trust. This policy sets out to ensure that all IT facilities are used effectively and for their intended purpose, whilst meeting our safeguarding responsibilities, without infringing on legal requirements, and without creating unnecessary risk to the Trust.
 When using Trust IT equipment or by accessing Trust data or systems on a personal device you are agreeing to adhere to this policy. More detail regarding the use of personal devices can be found in the Personal Device Policy.
[bookmark: _Toc234318878]Responsibilities 
The below outlines the responsibilities that people have within Unity Schools Partnership with regard to the acceptable use of IT:
· Board
· Approves this policy
· CEO
· Ensure users are aware of and adhere to this policy
· Ensure that any breaches of this policy are dealt with swiftly, effectively, consistently and fairly 

· Director of IT
· Owns the Acceptable Usage Policy 
· Responsible for the deployment and maintenance of agreed controls 

· Headteachers and Central Trust Senior Leadership Team 
· Ensures local compliance of policy
· Ensures reporting of all incidents of non-compliance at school or central team level as per this policy.
[bookmark: _Toc234318879]Disciplinary measures 
Deliberate and serious breach of this policy may lead to the Trust taking disciplinary measures in accordance with the disciplinary policy and procedure. The Trust accepts that ICT – especially cloud-based systems, for example but not limited to cloud storage, applications and email systems – are valuable business tools. However, misuse of these facilities could lead to security and safeguarding risks, damage to the reputation of the Trust, as well as negatively impacting upon users' productivity and teaching and learning.
In addition, all Trust’s phone, web-based, locally hosted systems and email related resources are provided for business purposes. Therefore, the Trust maintains the right to monitor all internet, digital communications and local network traffic. The specific content of any transactions will not be monitored unless there is a suspicion of improper use. (See the Safeguarding section for exceptions to this monitoring.)
[bookmark: _Toc234318880]Safeguarding 
Schools have a statutory duty to monitor their digital environment in order to identify any potential threats to students' welfare and wellbeing. The Trust’s schools have appropriate filtering and monitoring in place. 
In Trust schools this monitoring is carried out by Smoothwall Monitor, which combines intelligent detection software, expert human behaviour analysis and dynamic threat libraries to identify a range of safeguarding risks or concerns. 
All school devices will be continually monitored regardless of if they are being used on the school network or away from school. 
A Data Protection Impact Assessment (DPIA) has been completed for Smoothwall Monitor and an addendum added to the staff, pupil and volunteer privacy notices.
[bookmark: _Toc234318881]Security 
As a user of Trust’s IT equipment and services, you are responsible for your activity. 
You must not disclose any personal login credentials, system passwords or other security details to anyone as these are personal to you. You must never use anyone else's log-in, as these actions compromise the security of the Trust. If you believe someone knows your password you must report this to the IT Service Desk immediately so that the appropriate action can be taken to protect your account. You must always adhere to Trust’s Password and MFA policy.
If you leave your device unattended for any reason or any amount of time, you must lock the device to prevent unauthorised access. If you fail to do this, you will be responsible for any misuse that has occurred on your device while you are away. It is important to fully power off your device regularly to allow for security updates and it is recommended you power off your device if you are not using it for a prolonged period.
As per the Cyber Security Policy the use of removeable media is only permitted in exceptional circumstances.  A request to use removeable media must be raised as a support ticket and once agreed data must be password protected and encrypted on the removable media.
You must not attempt to gain unauthorised access to information or IT facilities. The Computer Misuse Act 1990 makes it a criminal offence to obtain unauthorised access to any computer (including workstations and PCs) or to modify its contents. If you do not have access to information or resources you feel you need, contact your line manager.
[bookmark: _Toc234318882]General Behaviour 
All users must maintain a high standard of professionalism and respect when using all forms of written communication across various platforms, including Teams, WhatsApp, emails, meeting transcripts and any emerging systems or technologies. It is essential to be mindful of personal communications, as posting or sharing content that could harm the Trust's reputation, even outside working hours, may still be subject to disciplinary action. Users should avoid writing anything they wouldn't say face-to-face and ensure that their communications are clear, respectful, and professional. 
[bookmark: _Toc234318883]Digital Communications 
[bookmark: _Toc234318884]Confidentiality 
Always exercise caution when committing confidential information to any form of digital communication since the confidentiality of such material cannot be guaranteed. The Trust reserves the right to monitor digital communications in accordance with applicable laws and policies. The right to monitor digital communications includes messages sent or received by system users (employees, volunteers and temporary employees) within and outside the system as well as deleted messages. 
[bookmark: _Toc234318885]Unacceptable behaviour:
· To protect sensitive information, intellectual property, and to comply with data protection regulations, the forwarding of any digital communication from a school or trust provided account to your personal account is strictly forbidden. This includes, but is not limited to, setting up forwarding rules or employing any third-party tools to automatically redirect work related communications (emails, attachments, calendar invites, messages etc.) to a non-school/trust account. This policy helps prevent unauthorised access to school/trust data, reduces the risk of data breaches, and ensures the integrity of our communication records. 
· Sending confidential information to external locations without appropriate permissions in place. Where permission has been granted it is unacceptable to send this information without encryption and appropriate safeguards.
· Distributing, disseminating or storing images, text or materials that might be considered indecent, pornographic, obscene or illegal. 
· Distributing, disseminating or storing images, text or materials that might be considered discriminatory, offensive or abusive, in that the context is a personal attack, sexist or racist, or might be considered as harassment or bullying. 
· Using copyrighted information in a way that violates the copyright. 
· Using any digital communication that you have not got permission to use.
· Broadcasting unsolicited personal views on social, political, religious or other non-business-related matters. 
· Transmitting unsolicited commercial or advertising material. 
· Undertaking deliberate activities that waste users time or networked resources. 
· Deliberately or recklessly introducing any form of software that could cause a cyber security incident. 
· Trust digital communication tools should not be used for non-work tasks, except for emergency contact. 
[bookmark: _Toc234318886]General points on email use 
· When using email you must ensure that you:
· Comply with current legislation such as GDPR and the Computer Misuse Act.
· Use email in an acceptable way and do not create unnecessary risk to the Trust
· When publishing or transmitting information externally be aware that you are representing the Trust and could be seen as speaking on the Trust's behalf. Make it clear when opinions are personal. If in doubt, consult your line manager. 
· Do not open an email unless you have a reasonably good expectation of what it contains, and do not download files unless they are from a trusted source. You must alert IT Services if you have suspicions you have been sent a phishing or malicious email; this is one of the most effective means of protecting the Trust against email virus and phishing attacks. 
· It is not permitted to use personal email (e.g. Hotmail, Google) on Unity Schools Partnership devices unless previously agreed with your line manager.
[bookmark: _Toc234318887]Use of WhatsApp and other messaging platforms
Personal accounts on WhatsApp and other messaging platforms must not be used for discussions or sending data containing personal identifiable information (PII) e.g. discussions regarding a colleague, student or parent. These conversations should be conducted using Trust applications and systems e.g. teams.
Communication on these platforms should be kept to a minimum as these are subject to GDPR and may become reportable.  It is recommended that you use the disappearing messages functionality. 
[bookmark: _Toc234318888]Teams Chat and video calling and conferencing
The use of online chat, instant messaging, video calling and conferencing e.g. Teams is permitted for business use only. This technology must be used in a manner that is in line with the Trust’s acceptable use of digital communications set out in this policy. 
When using meeting transcription or recording you must seek permission from all attendees.
[bookmark: _Toc234318889]Use of the Internet 
Users must ensure that they: 
· Comply with current legislation e.g. GDPR, KCSIE and Computer Misuse Act; 
· Use the internet in an acceptable way; 
· Do not create unnecessary business risk to the Trust by their misuse of the internet.
[bookmark: _Toc234318890]Unacceptable use of the Internet
In particular the following is deemed unacceptable use or behaviour by users on Trust devices or at Trust sites (this list is non-exhaustive) and may result in disciplinary action being taken: 
· Visiting internet sites for non-work related reasons that contain illegal, inappropriate, or harmful content, for example: pornography, racism, misogyny, self-harm, suicide, antisemitism, radicalisation, extremism, misinformation, disinformation (including fake news) and conspiracy theories;
· Using the computer to perpetrate any form of fraud, or software, film or music piracy; 
· Using the internet to send offensive or harassing material to others; 
· Downloading commercial software or any copyrighted materials belonging to third parties, unless this download is covered or permitted under a commercial agreement or other such licence; 
· Hacking into unauthorised areas;
· Grooming;
· Creating or transmitting defamatory material; 
· Undertaking deliberate activities that waste users time or networked resources;
· Deliberately or recklessly introducing any form of software that could cause a cyber security incident;
· Financial scams; 
· Conducting cyber crime;
· Accessing the dark web;
· Online gambling 
[bookmark: _Toc234318891]Obscenities / pornography 
All of the below are considered an act of gross misconduct and subject to disciplinary procedures:
· Do not write, publish, look for, bookmark, access or download material that might be regarded as obscene or pornographic this includes Generative AI;
· Watching, downloading and/or transferring files of pornographic material, whether on workplace devices (at work/home under monitoring arrangements) or personal devices connected to the Trust network for example via wi-fi (including connections made outside of site buildings or premises); 
· Viewing of pornographic, obscene or other illegal material on a personal device while within the site boundaries;
· There is an obligation of self-declaration for any potential or actual viewing of pornographic, obscene or other illegal material either deliberate or accidental which could impact on disciplinary action. Such declarations should be made to your line manager.
[bookmark: _Toc234318892]Copyright 
· Take care to use software legally and in accordance with both the letter and spirit of relevant licensing and copyright agreements. Copying software for use outside these agreements is illegal and may result in criminal charges. 
· Be aware of copyright law when using content you have found on other organisations’ websites. The law is the same as it is for printed materials;
· Public broadcasting is not allowed under the terms of service of streaming platforms e.g. Netfilx, Spotify etc.
[bookmark: _Toc234318893]Generative AI Tools 
Users may use AI tools to enhance productivity and support their work, provided such use aligns with the Trust’s AI Guidelines and does not contravene any other policies, including but not limited to those on data protection and safeguarding. When using AI users must exercise professional judgment, verify the accuracy of AI-generated content, and ensure the confidentiality and security of all School/Trust and personal data. AI tools should not be used to process sensitive information or to make automated decisions impacting students or staff without appropriate human oversight and authorisation. 
[bookmark: _Toc234318894]Confidentiality 
If you are dealing with personal, sensitive and / or confidential information, then you must ensure that extra care is taken to protect the information. It must not be left unattended this includes but is not limited to:
· Information on your screen;
· Printed information;
· Documents on printers, photocopiers or other reprographic facilities;
· Removeable drives;
If sending personal, sensitive and / or confidential information via email, then the protocols outlined below must be used. If there is any doubt as to the information being sent or the appropriate level of protection required, you must check with your line manager. 
· Personal and sensitive emails must be marked as confidential;
· Highly sensitive information must be sent in a password protected attachment;
· Any password or key must be sent separately; and preferably communicated by another means e.g. telephone, text message;
· Before sending the email, verify the recipient by checking the address, and if appropriate, telephoning the recipient to check and inform them that the email will be sent; 
· Do not refer to the information in the subject of the email. 
When sending personal, sensitive and or confidential information outside of the Trust a secure platform such as AnyComms must be used. 
[bookmark: _Toc234318895]The Trust’s network and cloud storage 
Master copies of important data must be saved in the correct location to ensure suitable access, security controls and backups are in place where available.
Ask for advice from IT Services if you need to store, transmit or handle large quantities of data, particularly images or audio and video, these large files can be a drain on resources. 
You must not store personal (non-Trust) files on the Trust's network, devices or cloud storage.
[bookmark: _Toc234318896]Cloud File Sharing 
If sharing files held in cloud storage, e.g. SharePoint, Microsoft One Drive or Google Drive, you must ensure that the correct sharing permissions are set, e.g. view or edit and always select the most restrictive. 
Ensure files are shared with the minimum number of recipients and consider if sharing is appropriate as your file could be further shared beyond your control. 
You must be actively managing your sharing permissions, reviewing regularly, updating and removing permissions as appropriate. 
You must only share files with trusted sources. 
[bookmark: _Toc234318897]Removeable media 
As per the Cyber Security Policy the use of removeable media is only permitted in exceptional circumstances.  A request to use removeable media must be raised as a support ticket and once agreed you must follow the guidelines below:
· Always consider if an alternative solution already exists e.g. OneDrive, Google Drive; 
· Only use recommended removable media; 
· Encrypt and password protect; 
· Store all removable media securely; 
· Removable media must be disposed of securely. 
[bookmark: _Toc234318898]Personal use of ICT facilities 
Limited personal use of Trust owned devices is permitted, provided that:
· It is occasional and reasonable
· Does not interfere with work duties
· Does not incur additional cost to the Trust
· Complies with safeguarding, data protection, and security requirements
All activity may be monitored, devices are primarily for business / educational use.
Inappropriate use (e.g. unlawful, offensive, or unsafe content) is prohibited and will result in disciplinary action. 
Devices are issued to individual staff members and remain the responsibility of that individual. You must not permit unauthorised access to the device, systems, or data. Any use by others must be exceptional, authorised where appropriate, and must not compromise safeguarding, confidentiality, or data security.
[bookmark: _Toc234318899]Online Purchasing 
Any users who place and pay for orders online using personal details do so at their own risk and the Trust accepts no liability if details are fraudulently obtained whilst the user is using the Trust’s internet connection or equipment. 
[bookmark: _Toc234318900]Personal Printing 
Printing of personal documents should be by exception and agreement and kept to a minimum and following the printing guidelines.
[bookmark: _Toc234318901]Personal social media use
For the purposes of this policy, social media websites are web-based and mobile technologies which allow parties to communicate instantly with each other or to share data in a public forum. They include but are not limited to websites such as Facebook, X, WhatsApp, TikTok, Instagram and LinkedIn. They also cover blogs, image and video sharing websites such as YouTube, Snapchat and Flickr. This is not an exhaustive list and you should be aware that this is a constantly evolving area. The following needs to be considered when using your Social Media accounts.
· Inappropriate comments on social media websites can cause damage to the reputation of the Trust if a person is recognised as being an employee or volunteer. It is, therefore, imperative that you are respectful of the Trust’s service as a whole including pupils, parents, colleagues, partners and other schools and academy trusts. 
· You should not give the impression that you are representing, giving opinions or otherwise making statements on behalf of the Trust unless appropriately authorised to do so. Personal opinions must be acknowledged as such, and should not be represented in any way that might make them appear to be those of the Trust. Where appropriate, an explicit disclaimer should be included, for example: ‘These statements and opinions are my own and not those of the Trust.’ 
· Any communications that employees or volunteers make in a personal capacity must not: 
· bring the Trust into disrepute or damage the Trust’s reputation;
· breach the Trust policy on confidentiality or any other relevant policy; 
· breach copyright, for example by using someone else’s images or written content without permission; 
The Trust maintains the right to monitor usage where there is suspicion of improper use. 
For further details on the appropriate use of social media please refer to the communication and social media section of the staff code of conduct.
[bookmark: _Toc234318902]Portable and Mobile ICT Equipment 
This section covers items such as laptops, tablets or mobile devices and removable data storage devices. 
Use of any portable and mobile ICT equipment must be authorised by IT Services before use. 
All activities carried out on the Trust’s systems and hardware will be monitored in accordance with the Trusts Policies.
Users must ensure that all data belonging to the Trust is stored on the Trust’s network or cloud storage and not kept solely on a laptop, tablets or mobile devices. Any equipment where personal data is likely to be stored must be encrypted. 
Equipment must be kept physically secure in accordance with this policy to be covered for insurance purposes. When travelling by car, best practice is to place the laptop, tablet or mobile device in the boot of the car before starting your journey. 
Ensure automatic synchronisation of all locally stored data, with the appropriate cloud storage platform. If you are in doubt that this has been configured or is working effectively, please contact the IT Service Desk. 
Ensure portable and mobile ICT equipment is made available as necessary for anti- virus updates and software installations, patches or upgrades. 
The installation of any applications or software package must be authorised by IT Services, fully licensed and only carried out by IT Services. 
In areas where there are likely to be members of the general public, portable or mobile ICT equipment must not be left unattended and, wherever possible, must be kept out of sight. 
Portable equipment must be transported in a protective case if one is supplied. 
[bookmark: _Toc234318903]Wireless Access 
The Trust supplies two different levels of wireless access; Trust Devices and Guest Wi-Fi for personal devices and visitors to the Trust. 
Trust owned devices will have full wireless access to the Trust’s network. Non-Trust device’s will be only granted wireless access to the Trust’s network by exception and approval. 
Non-Trust devices can access the internet via the Trust’s guest Wi-Fi. For full details regarding the guest Wi-Fi access please refer to the Personal Device Policy.
[bookmark: _Toc234318904]Remote Access 
Remote Access to the Trust network is only available to the Trust IT Team for remote IT support.
Third parties providing IT support for their applications may require a remote access session, this must be facilitated by IT and only for the duration of the work. 
For legacy systems remote access maybe granted by exception. 
[bookmark: _Toc234318905]Privileged access 
Individuals in their role may have access to systems and information this should only be accessed for legitimate work tasks. Misuse of privileged access could result in a data breach and disciplinary action may be taken. For full details please refer to the Data Protection Policy. 
[bookmark: _Toc234318906]Care of equipment  
Individual users are responsible for any Trust equipment issued to them. Any damage or loss must be reported to IT Services as soon as it occurs, so that a repair can be made or a replacement issued. IT Services will keep a log, by user, of repairs and replacements. 
The moving or relocation of Trust IT equipment must always be discussed with the IT Team. Do not rearrange the way in which equipment is plugged in (computers, power supplies, phones, network cabling etc.).
[bookmark: _Toc234318907]Access from Outside the UK
To protect the Trust from malicious actors outside of the UK geo-blocking is in use to block connections to the Microsoft 365 account (including email, OneDrive, Teams etc.) outside of the UK. This means that all Trust staff are not able to access the Trust network if they are outside of the UK. In exceptional circumstances it is possible for agreements to be put in place for a limited time period, this must be requested through the IT Service Desk with authorisation from your line manager. 
[bookmark: _Toc234318908]Printing 
The use of the Trust’s printing services must be in accordance with the following:
· Consideration of the environmental impact and cost implications of printing 
· Use of the default printing settings except in exceptional circumstances
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[bookmark: _Toc231210250]Policy Statement
Unity Schools Partnership is committed to the following:
· Protecting pupils, staff and stakeholder personal identifiable data 
· Ensuring secure and resilient IT systems
· Meeting statutory safeguarding and data protection duties 
· Minimising disruption to education through cyber resilience 
This policy applies to:
· All school staff and students within the Trust 
· Central staff
· Governors, Trustees and other volunteers  
· Contractors and 3rd parties 
[bookmark: _Toc231210251]Governance, Responsibilities and Accountability
The below outlines the responsibilities that people have within Unity Schools Partnership with regards to cyber security:
· Board
· Ultimate accountability for cyber risk 
· Receives annual cyber risk report
· Ensures adequate resourcing to meet commitments 

· Audit and Risk Committee 
· Monitors cyber risk register 
· Reviews incident reports 
· Oversees compliance with DfE standards 

· CEO
· Ensures compulsory training is completed at a Trust level
· Ownership of incident response

· Director of IT
· Owns the Cyber Security Policy 
· Responsible for the deployment and maintenance of agreed security controls 
· Leads incident response management 
· Reports compulsory training statistics

· DPO
· Responsible for GDPR Compliance 
· Responsible for data breach reporting 
· Completes DPIA’s for new systems 

· Headteachers and CFO 
· Ensures local compliance of appropriate polices
· Ensure reporting of all incidents at school or central team level
· Ensures compulsory training is completed by staff

· CUSP
· Ensures that Cyber security awareness is built into the curriculum at the appropriate Key Stages
· Ensures that the CUSP curriculum aligns with security measures 
[bookmark: _Toc231210252]Minimum Security Standards
For Unity Schools Partnership to protect against cyber-attacks and to be compliant against standards the following minimum standards are enforced:
· Unique logins for all users (no shared logins) (as per Acceptable use of ICT Policy) 
· Where MFA (Multi Factor Authentication) is available to secure a system, it must be implemented (as per the ICT Password and Multi Factor Authentication Policy)
· Role-based access control with staff having the least privilege for their role. With access being aligned with job responsibilities  
· Annual reviews of user permissions by system owners 
· All leavers’ accounts are deactivated on their contractual last day with Unity Schools Partnership 
· Geo-blocking in place to ensure only UK access to Unity Schools Partnership is permitted 
· Passwords must align with the ICT Password and Multi Factor Authentication Policy




[bookmark: _Toc231210253]Device Security 
All Unity Schools Partnership Trust owned devices must:
· Be centrally managed
· Have encryption enabled where applicable
· Have endpoint protection
· Be remotely wipeable
· Not be left unattended or exposed 
· Have security updates installed as soon as they are received 
· Be locked or powered down when not in use
· Not have security or monitoring software removed 
Any device that is either lost or stolen must be reported immediately to the IT Service Desk. 
[bookmark: _Toc231210254]Email Security
Emails often host phishing attacks, scams or malicious software (e.g., trojans and worms.) To avoid virus infection or data theft, employees must: 
· Avoid opening attachments and clicking on links when the content is not adequately explained (e.g., “watch this video, it’s amazing”) 
· Be suspicious of clickbait titles (e.g., offering prizes, advice) 
· Check email and names of people they have received a message from to ensure they are legitimate 
· Look for inconsistencies or give-aways (e.g., grammar mistakes, capital letters, excessive number of exclamation marks) 
If you are not sure that an email you have received is safe, you should raise a ticket on the IT Service Desk so this can be reviewed.
Further information regarding the safe use of email can be found in the Acceptable Use of ICT Policy.
[bookmark: _Toc231210255]Microsoft Teams and Telephony Security 
Both of these channels of communication are susceptible to phishing and social engineering and therefore similar precautions to email must be adopted by all staff.  
Further information regarding the safe use of Microsoft Teams and telephony can be found in the Acceptable Use of ICT Policy.
[bookmark: _Toc231210256]Password Security
Manage passwords properly. Password leaks are dangerous since they can compromise our entire infrastructure.  Passwords must be secure so they will not be easily hacked, they must also remain secret and not be shared. For this reason, all staff and students must adhere to the ICT Password and Multi Factor Authentication Policy.
[bookmark: _Toc231210257]IT Network / Infrastructure Security
To ensure the network at Unity Schools Partnership is as secure as possible the following will be provisioned:
· Centrally managed firewalls 
· Web filtering which complies with KCSIE
· Network segmentation 
· Secure Wi – Fi authentication 
· Restricted administrative access
· There should be no external remote access to Unity Schools Partnership IT infrastructure (servers, switches, routers etc.) with the exception of agreed remote IT maintenance 
[bookmark: _Toc231210258]Backups and Resilience 
Unity Schools Partnership will ensure that the following is in place:
· Daily automated backups 
· Immutable or offline backup copies 
· Backup encryption 
· Restore testing at least annually 
· A documented disaster recovery plan per school and at Trust level 
· Restricted access to backed up data to comply with security and GDPR
· All backups will be retained in accordance with the records retention policy 
[bookmark: _Toc231210259]Incident Response 
Unity Schools Partnership maintains a formal cyber incident response plan which is reviewed and updated regularly both at a Trust and School level. The plan outlines how the Trust or School will respond to a cyber incident and must be followed. Any incident, even if it’s only a suspected incident, must be reported immediately to the IT Service Desk. This includes data breaches.  
[bookmark: _Toc231210260]Safeguarding and Online Monitoring
The use of technology can impact upon safeguarding therefore to ensure that all safeguarding obligations are met Unity Schools Partnership will do the following:
· Ensure that filtering and monitoring is compliant with KCSIE requirements
· Undertake regular review of filtering reports 
· Have a clear reporting process for online abuse, extremism and cyber bullying 
· Deploy browser monitoring to all student devices so monitoring can take place even when devices are not connected to school networks, i.e. when used at home
[bookmark: _Toc231210261]Data Protection and GDPR
To ensure Unity Schools Partnership keeps all data secure and meets GDPR compliance obligations the following is in place:
· Data Processing Agreement with all suppliers
· DPIA for all new systems that hold personal data
· Secure file sharing, personal email is not permitted, and removeable media is only permitted in exceptional circumstances.  A request to use removeable media must be raised as a support ticket and once agreed data must be protected and data encrypted on the removable media
· A clear and defined data retention schedule which can be found in the Records Retention Policy 
· All sensitive data / systems / IT equipment must be disposed of in a secure manner as per the Data Protection Policy
· Unauthorised access to data that you are not privileged to view is a breach of GDPR as stated in the Data Protection Policy 
· Personally identifiable data must be collected and stored securely as per the Data Protection Policy
[bookmark: _Toc231210262]Third Party & Systems Supply Security 
Cyber risk not only stems from within Unity Schools Partnership and external attacks, but also from the third parties we interact with, and members of our systems supply chain, therefore the following controls are in place to counteract this:
· Full due diligence process should be followed before onboarding any supplier which will include reviewing data processing, acceptable usage, legal and privacy notices and security policies.
· Confidentiality agreements must be in place with all suppliers via contracts or within a separate confidentiality agreement
[bookmark: _Toc231210263]Cyber Awareness 
Human error remains the biggest risk to Unity Schools Partnership therefore the following will be conducted:
Staff
· Annual staff cyber awareness training which is mandatory
· Regular phishing simulation exercises 
· Cyber security is included in all new staff induction processes 
· Annual acceptance of Acceptable Use of ICT policy 
Students 
· Age-appropriate digital safety curriculum 
· Annual acceptance of Acceptable use of ICT policy 
[bookmark: _Toc231210264]Remote and Hybrid Working 
All remote staff must follow the same requirements as those onsite, they also must adhere to the following:
· No local storage of sensitive data 
· Secure home Wi – Fi 
Further information can be found in the Trust’s Acceptable Use of ICT Policy. We encourage seeking advice from our Local and Central IT Teams. 
[bookmark: _Toc231210265]Risk Management 
Unity Schools Partnership must:
· Maintain a cyber risk register at a Trust and school level
· Conduct an annual cyber self-assessment
· Conduct regular reviews of internal vulnerability and compliance assessments
· Review the Cyber Security Policy annually 

[bookmark: _Toc231210266]Disciplinary Action 
Failure to comply with the Cyber Security Policy may result in disciplinary action. All users of Unity School’s Partnership’s systems and information, including staff, students, contractors, volunteers and governors are responsible for adhering to this policy. 
Any breach of this policy whether intentional or due to negligence will be investigated in accordance with the disciplinary procedure.  
In addition, all the Trust’s phone, web-based, locally hosted systems and email related resources are provided for business purposes. Therefore, the Trust maintains the right to monitor all internet and local network traffic, together with the email systems. The specific content of any transactions will not be monitored unless there is a suspicion of improper use. However, this does not circumvent the Trust’s obligations under KCSIE and therefore all students' online activities will be monitored in line with this regulation. 
Examples of deliberate or serious breaches of this policy and examples of misuse are, but are not limited to: 
· Knowingly disclosing login information to an unauthorised party 
· Inappropriate disclosure of personal data 
· Knowingly installing software on Trust devices that hasn’t been approved by IT which leads to a breach 
· Allowing the use of Trust devices by unauthorised third parties 
· Storing data on insecure media such as removable media that leads to a breach
· Removing Anti-Virus software from a device 
· Removing Web Filtering software from a device
Serious or deliberate violations of cyber security controls may be treated as gross misconduct. If the breach involves potential criminal activity Unity Schools Partnership may refer the matter to the relevant law enforcement authorities.
Everyone has a duty to take security seriously and should feel that their data is safe. The only way to gain trust is to proactively protect our systems and data. We can all contribute to this by being vigilant and keeping cyber security at the top of our minds. 


[bookmark: _Toc231210267]Reporting of incidents
Our Local and Central IT Teams need to know about breaches, malware and scams, so they can better protect our infrastructure. For this reason, all must report perceived attacks, suspicious emails or phishing attempts as soon as possible to our specialists via the Service Desk. Our Local or Central IT Team will investigate promptly, resolve the issue and send a Trust-wide alert when necessary. Our Local and Central IT Teams are responsible for advising on how to detect scam emails. We encourage everyone to reach out to them with any questions or concerns. 
Questions relating to this policy should be addressed to: 
Sarah Garner – Deputy CEO 
Mark Smith – IT Director 
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[bookmark: _Toc597227295]Policy Statement
There are a number of risks and issues surrounding the use of IT facilities therefore we must have a strong and rigorous password and multi-factor authentication (MFA) policy in place. These risks include: 
· Unauthorised access to information leading to breaches of confidentiality and therefore a violation of GDPR. In addition, this could create negative publicity and expose the Trust to legal proceedings. 
· Access to communication mediums such as email, allowing the forgery of messages by sending messages using the compromised email accounts. 
· Loss of accountability for actions undertaken using a stolen or compromised account, for example the erasure of important information. 
· Damage to the reputation and confidence in IT Systems, and the Trust in general. 
All users at Unity Schools Partnership must comply with the rules and guidelines outlined within this policy. 
The objectives of the Password and MFA Policy are to: 
· Ensure that you are aware of your responsibilities with regards to passwords and MFA to secure your accounts. 
· Ensure that you follow the reporting procedures outlined in this policy, if you suspect your account has been compromised to maintain the security Trust data and accounts. 
The aim of this policy is to ensure that password and MFA security is properly maintained throughout the Trust as part of a wider security and confidentiality culture.
[bookmark: _Toc1904781555]Scope
This policy applies to all users of Unity Schools Partnership IT services and facilities. All systems will require a combination of username, password and PIN for access. Where the system supports MFA, this must be enabled. There are many ways that MFA can be applied, but where available you must use an authenticator app.
The following is a list of systems currently in use, this is not exhaustive, there are additional systems in use at sites, and this list will change as systems and solutions evolve: 
· Microsoft Windows Account (PC logon)
· Microsoft 365 Account (Outlook, SharePoint, OneDrive etc.) 
· Google Workspace Account (Google Drive etc.) 
· Apple – Device (PIN)
· Apple ID – Account (password)
· Arbor – MIS 
· CPOMS – Safeguarding 
· EveryHR - HR
· PSF – Finance 
· IMP – Finance
· Reach – Recruitment 
· Payrite – Payroll
· Delta – Procurement 
[bookmark: _Toc229655996][bookmark: _Toc393494869]Responsibilities 
The below outlines the responsibilities that people have within the Trust with regards to Password and MFA Policy:
· Board
· Approves this policy

· CEO
· Ensure users are aware of and adhere to this policy
· Ensure that any breaches of this policy are dealt with swiftly, effectively, consistently and fairly 

· Director of IT
· Owns the Password and Multifactor Authentication Policy 
· Responsible for the deployment and maintenance of agreed controls 

· Headteachers and Central Senior Leadership Team
· Ensures local compliance of policy
· Ensures reporting of all incidents of non-compliance at school or central team level as per this policy
[bookmark: _Toc1784852943]Securing your account 
You must lock your workstation when you are away from your device to ensure that your device and account remain secure. Devices will automatically lock after a period of 30 minutes of inactivity. 
Once the device has been locked (either by yourself or by inactivity) you will need to re-enter your password or PIN to regain access to your device and account. Any interaction with your device restarts the inactivity timer. 
[bookmark: _Toc515943767]Multi/ Factor Authentication (MFA) 
Due to the increasing risk of cyber-attack users must set up MFA for all systems where it is available. This additional layer of security adds a second ‘factor’ of authentication in addition to the user’s password. In school and Trust settings, this second layer will be provided via a one-time numeric authentication code generated randomly and provided via the use of an authentication app. By exception, email / text message or via a USB key/fob will be accepted.
[bookmark: _Toc1550919818]Password Complexity Requirements 
Passwords must be twelve characters in length at a minimum. They must contain upper and lower case letters, numbers, and a limited range of special characters such as an exclamation mark. Some systems may have a password history and therefore previous passwords and passwords similar to those previously used will not be permitted for use. However, even with this automated control in place, it is still possible for a user to choose a password that is easily guessed or can be worked out if some personal data is used by a malicious party. You must have a password that is complex and difficult to guess but easy for you to remember to avoid writing it down. Follow these suggestions to ensure passwords conform to the best practice guidelines: 
· Never use personal information.  E.g. Telephone numbers, names, locations or contacts within your organisation which can all be guessed. 
· Never follow a theme for passwords such as the names of movies for a specific actor. 
· Never keep any element the same. Always ensure the whole password changes, for example: An old password of ‘Indigo12345!’, shouldn’t be change it to ‘Indigo1234567!’. 
· Always include numbers and letters and UPPER and lower case. 
· You can combine three random words to create a long and strong password.
· Don’t make passwords obvious. 
· Use other characters. Your keyboard doesn’t only contain A-Z, include spaces,!.?’@’s…they are all legal password characters on good systems.
· Avoid writing down a password and never include both username and the password on the same piece of paper.
· Never send your password and username via the same email. 
· Never divulge passwords to anyone else, unless clear authorisation has taken place as in the case of criminal or disciplinary investigation. 


[bookmark: _Toc633785437]Lockouts 
The following password lockout settings are applied and will result in an account being locked: 
· Screen lockout duration – 30 minutes 
· Account lockout threshold – e.g. 5 invalid logon attempts 
· Failed attempts could result in your account being suspended for a short period of time. 
[bookmark: _Toc1999269897]Password Reset
If a password is forgotten, you must follow the instructions in the system or contact the IT Service Desk via a ticket. 
IT Services will reset your password only if you are able to identify yourself as an authorised user. 
There may be scenarios where IT Services will not reset a password if we are informed of any reason to bar access to the network for any member of the Trust e.g. disciplinary processes.
[bookmark: _Toc503787539]Resetting Passwords over the Telephone
IT Services will not reset passwords for users over the telephone unless we receive authorisation from the immediate line manager for staff, or teacher for students and identity has been confirmed. 
Passwords reset in this manner will be verbally communicated to the user. 
[bookmark: _Toc530444727]Problems with your Password, PIN or MFA  
If you are having problems with your password, PIN or MFA you must report it to IT immediately via the service desk. This could be that you are experiencing difficulties in setting a new password, PIN or enabling MFA for a system.
[bookmark: _Toc1247823457]Compromised Account 
If you believe that your login credentials are no longer private, or your account has been compromised in some way (for example, you have received a password reset instructions/notification or an MFA login token that you were not expecting, or a report that you have logged in on a new device or new location) you must do the following: 
· Immediately seek to change the password if you are able. 
· Immediately contact your local IT team who will then suspend the account by disabling it, prevent any further access, or change the password. 
All staff and students are responsible for all activity undertaken using their account unless they are able to prove that malicious activity was the cause.
[bookmark: _Toc823618343]Exceptions 
Students In KS2 and below, due to their age, will have passwords set for them that meet as many of the complexity requirements as possible while ensuring they are still able to login to the ICT equipment. 
[bookmark: _Toc112533536]System Administrator Passwords 
Due to the critical and sensitive nature of system administrator usernames and passwords, in addition to all standard password policy provisos, the following is mandated: 
· Any username/password combination made available to third parties shall be disabled and only enabled by the responsible IT technician for the completion of a specific task e.g. fault diagnosis and only for the agreed duration of said task. After this task has been completed this password must be reset. 
· Any username/password combination shall only be made available to designated IT technicians with direct responsibility of administering that system.
· Username/password combination must not be recorded in any paper-based file.
· Any locally retained username/password combination stored electronically shall be password protected and known only to IT technicians with direct responsibility for administering that system.
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[bookmark: _Toc1294858454]Policy Statement 
Unity Schools Partnership recognise that mobile technology offers valuable benefits to staff and students from a teaching and learning perspective and to visitors. Unity Schools Partnership embraces this technology, but it is required that it is used in an acceptable and responsible way. Unity Schools Partnership does not compel staff to use their own personal devices to access school systems, but if staff choose to use their own devices, this policy must be adhered to. 
Unity Schools Partnership defines a guest device as any device which is not owned by the Trust. 
This policy is designed to support the use of guest devices in the Trust in a way that extends and enhances teaching and learning. It also aims to protect children from harm, minimise risk to the Trust’s networks and explain what constitutes acceptable use and misuse of the Personal Device Policy. 
This policy supports our Data Protection Policy and provides guidance on how to minimise risks associated with the use of guest devices, in line with the General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DPA 2018). 
This policy applies to all guest devices connecting to Trust systems and accessing Trust data regardless of location. 
The Trust reserves the right to refuse staff and visitors permission to use their personal devices on Trust networks. 

[bookmark: _Toc539911749]Scope of Policy 
This policy applies to all users of guest devices to access the internet via the Trust’s guest network or to access school information, by staff, pupils or visitors. This can also be known as “Bring Your Own Device”, or “BYOD”. Guest devices include laptops, tablets, smart phones, USB sticks, wearable technology (including smartwatches) and any other device considered portable and/or with the ability to connect to Wi-Fi and the Internet which is not Trust owned. All users are responsible for reading, understanding and complying with this policy if they are using their personal devices connected to the Trust network, or using personal devices to access information held on Trust systems. If you have any concerns surrounding the use of personal devices, please contact your Headteacher, Designated Safeguarding Lead, line manager or site contact. Users must be aware of the need to:
· Protect children from harm 
· Understand what constitutes misuse 
· Minimise risk from Personal Devices 
· Report suspected misuse immediately 
· Be responsible for their own professional behaviour 
· Respect professional boundaries 
[bookmark: _Toc225858508][bookmark: _Toc1966725374]Governance, Responsibilities and Accountability
The below outlines the responsibilities that people have within Unity Schools Partnership with regard to the use of personal devices:
· Board
· Approves this policy

· CEO
· Ensure users are aware of and adhere to this policy
· Ensure that any breaches of this policy are dealt with swiftly, effectively, consistently and fairly 

· Director of IT
· Owns the Personal Device Policy 
· Responsible for the deployment and maintenance of agreed controls 

· Data Protection Officer
· Responsible for GDPR Compliance 
· Responsible for data breach reporting 

· Headteachers and Trust Senior Leadership Team 
· Ensures local compliance of appropriate polices
· Ensure reporting of all incidents at school or central team level
[bookmark: _Toc1018715078]Use of guest Wi-Fi
Guest access to the internet will be facilitated via a guest Wi-Fi connection. Users will be required to download a security certificate to access the internet via a captive portal. 
Access to the guest Wi-Fi is at the discretion of the Trust, and the Trust may withdraw access from anyone it considers is using the guest Wi-Fi inappropriately. The Trust cannot guarantee that the wireless network is secure and is used at guest’s own risk. In particular, guests are advised not to use the wireless network for online financial transactions. The Trust does not permit the downloading of apps or other software whilst connected to the Trust network and the Trust is not responsible for the content of any downloads onto the user's own device whilst using the Trust’s Wi-Fi network. The Trust accepts no liability for any loss of data or damage to personal devices resulting from use of the Trust’s Wi-Fi network. 
[bookmark: _Toc1712871501]Use of mobile devices on Unity Schools Partnership Networks 
Permission must be sought before connecting personal devices to the Trust’s network this must be raised as an IT support ticket by the staff member or site contact. The Trust reserves the right to refuse staff, pupils, contractors, volunteers and visitors permission to use their personal devices on Trust premises.
 All users of the Trust Network are responsible for their personal devices at all times. The Trust is not responsible for the loss, or theft of, or damage to the personal device or storage media on that device (e.g. removable memory card) howsoever caused, including lost or corrupted data. The Trust must be notified as soon as possible of any loss, or theft of a personal device that has been used to access Trust systems, and these incidents will be logged with the DPO. 
Data protection incidents must be reported immediately to the Trust's Data Protection Officer, for Trust employees this is to be reported via this form for anyone else please report to infogov@unitysp.co.uk . 
Personal devices used to access Trust systems must enable automatic updates for security patches from the software vendor. All software including the operating system must be fully supported and up to date. When using a personal device you must access the Trust network and / or systems using a separate profile to your personal profile if this is available e.g. laptop, desktop, tablet etc. See appendix 1 for guidance on how to set up these profiles.
The Trust cannot support users’ personal devices, nor has the Trust a responsibility for conducting annual PAT testing of personal devices. 
[bookmark: _Toc462584065]Access to School IT systems and Data 
Where staff are permitted to connect to Trust IT systems from their personal devices, a separate profile must be used if available on the device. The appendix includes guides on how to set up these profiles.
Login security must be enabled such as password, pin code or biometrics. Where available Multi Factor Authentication must be used.  Where MFA has been enabled or mandated on a Trust system this must never be bypassed.
Personal devices must have screen auto-locking enabled where available and devices must be secured when not in use.
It is the responsibility of the owner of the device to ensure it is safe and secure for the purposes for which they wish to use it. Staff must not store personal data about pupils or others on personal devices, or on cloud servers linked to their personal accounts or devices. 
With permission, it may be necessary for staff to download school information to their personal devices in order to view it (for example, to view an email attachment). Email attachments are the most common source of cyber attacks therefore anti-virus protection must be in place, active and up to date on the personal device. 
Please follow guidance on cyber security and email protection and be aware that personal devices are not subject to the same security controls and safeguards that protect the Trust network and devices. It is the responsibility of the device owner to protect the integrity of the data downloaded. Data that has been downloaded must be deleted as soon as it is no longer required.
All reasonable precautions must be taken to ensure that personal devices are not lost or at risk of theft.  
Any unauthorised access to, or distribution of, confidential information must be reported to the Data Protection Officer as soon as possible in line with the Trust’s data protection policies. This includes theft or loss of a personal device which has been used to connect to Trust information systems or which may contain Trust personal data. Before selling or giving away your personal device which has been used to access the Trust network including cloud based systems to someone else, including a family member or spouse, it must be cleansed of all Trust related data, emails, systems and apps. 
It is only permissible to access Trust systems from devices located in the UK, many Trust systems are blocked when accessing from outside the UK. 
Storing Trust data on removeable media is not permitted except in exceptional circumstances and with prior approval. In the unlikely event Trust data is stored on removeable media encryption must be enabled on this storage location.
[bookmark: _Toc662970981]Monitoring the use of personal devices 
The Trust reserves the right to use technology that detects and monitors the use of personal devices, which are connected to or logged on to our network or IT systems. The use of such technology is for the purpose of ensuring the security of our IT systems and Trust information. The information that the Trust may monitor includes (but is not limited to) the addresses of websites visited, the timing and duration of visits to websites, information entered into online forms, information uploaded to or downloaded from websites and Trust IT systems, the content of emails sent via the network, peer-to-peer traffic transmitted via the network and IP addresses of the devices. 
[bookmark: _Toc1016077957]Permissible and non-permissible use on school premises 
· Where there are particular safeguarding or safety requirements in some settings, for example, in special schools and nurseries, the Headteacher has the right to require storage of staff or visitor devices in a secure location such as staff lockers. 
· The Headteacher can decide if devices can or cannot be taken into areas around the school where there are particular safeguarding issues (such as changing rooms). In such cases, the school should agree with and inform staff, pupils and visitors of the areas which are expected to be "Device free”. 
· Visitors and contractors to the school/site should be informed of the policy regarding personal devices upon arrival. 
· Personal devices must not be taken into controlled assessments and/or examinations, unless special circumstances apply. 
· Staff, volunteers and contractors should not use their own personal device for contacting children and young people or parents/ carers, unless it is an emergency and they are unable or unauthorised to use or access the school’s telecommunication systems. 
· If it is necessary for a phone call or text to be taken or received, care should be taken to avoid disturbance or disorder to the running of the school. 
[bookmark: _Toc1194019302]Permissible and non-permissible use at Trust Offices 
· Visitors and contractors to the Trust Offices should be informed of the policy regarding personal devices upon arrival. 
· If it is necessary for a phone call or text to be taken or received, care should be taken to avoid disturbance or disorder to the running of the office. 
[bookmark: _Toc2011868221]Use of cameras and audio recording equipment at Trust sites  
In order to protect the privacy of our staff and pupils, and to meet our safeguarding obligations personally owned devices must not be used take photographs, video, or audio recordings of staff, children or sensitive data.  
[bookmark: _Toc711670989]Use of Generative AI Applications on personal devices
Permission must be granted from the DPO before any Trust data is inputted into any Generative AI application on your personal device.























[bookmark: _Toc265847711]Appendix 1 - Creating a separate user account on your device 
Where users are permitted to connect to Trust IT systems from their personal devices, a separate profile must be used if available on the device. The following links take you to guides on how to setup these separate profiles:
For Microsoft devices - Manage User Accounts in Windows - Microsoft Support
For Mac Devices - Add a user or group on Mac – Apple Support (UK)
For Android devices - Delete, switch or add users - Android Help
Please note that it is not possible to create a separate account on iPhones and iPads. 
For any questions or support setting up these profiles please contact the IT Service Desk. 
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